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Package Contents

The following items should be found in your package:

»  One Wireless 802.11b/g/n 150Mbps Broadband Router
» One DC 9v power adapter
> 0OneQIG

» OneCD

Please make sure that the package contains the above items, if any of the listed items are

damaged or missing, please contact with your distributor.
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1. Introduction

1.1.Product Overview

This Wireless 802.11b/g/n 150Mbps Broadband Router is a cost-effective IP Sharing Router
that enables multiple users to share the Internet through an ADSL or cable modem. The
Wireless 802.11b/g/n 150Mbps Broadband Router is embedded with a IEEE 802.11b/g/n
access point that allows you to build up a wireless LAN. With the support of new emerged

802.11n standard, the access point provides data transfer of up to 150Mbps

1.2.Main Features

Supports MIMO technology with 1 transmit and 1 receive.
Support DHCP Client, PPPoE Client, Static IP
Support MAC filtering, IP access control, DNS filter
Support PPTP and L2TP pass through

Support UPNP (universal plug and play)
Upgradeable firmware for future functions

Support WPS (WI-FI protection setup)

Support data encryption mode: WEP, WPA, WPA2
Support DMZ

User Setup(user name& password)

WEB Server Setup(web remote access)

Time Zone(NTP)

V V.V V V V V V V V VYV VY

1.3.Supporting Standard and Protocol

IEEE 802.11b/g/n
IEEE 802.11e

IEEE 802.11h,

IEEE 802.11k

IEEE 802.11i

IEEE 802.3 10Base-T

YV V V V V V
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» |EEE 802.3u 100Base-TX

1.4.Working Environment

Temperature

» 0°to 40° C (operating)

» -40°to 70° C (storage)

Humidity

» 10% to 90 % non-condensing (operating)
» 5% to 90% non-condensing (storage)
Power

» DC9V
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2. Hardware Installation

2.1.System Requirement

> Broadband Internet Access Service(DSL/Cable/Ethernet)

» 10/100Base-T Ethernet card and TCP/IP protocol installed for each PC

> Internet Explorer 5.0 or higher for Web configuration

> 802.11n, 802.11g or 802.11b compliant wireless adapters (for wireless connection)
2.2.Panel

Front panel

Figure 2-1
LED Function
Power on
) CPUon
SYS Flashing WLAN ACT
WPS working (orange)

Off Power off

On WAN Connection normal
WAN Flashing Data transmitting

Off WAN Connection abnormal

On Corresponding LAN port connection normal
LAN Flashing Corresponding LAN port data transmitting

Off Corresponding LAN port connection abnormal
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Rear panel
N —_ — — — — — ==
( Ohmoool.o O
PR X zx x X WAN _ Defauit WPS
. S co— 4
Figure 2-2
Description Function
PWR port Connect to Power adapter, please don’t use the unknown

power adapter, otherwise your device may be damaged.

LAN port Connect with computer NIC or Ethernet device

WAN port | Internet access

Restore settings, please press the button with a pencil
Default when it is working, then leave your hands, it will restore
settings to the factory configuration

WPS Press the WPS button for about 3-5 seconds

Antenna

2.3.Restore to factory configuration

When you need to restore settings, please press the default button with a pencil when it is

working, then leave your hands, it will restore settings to the factory configuration

2.4.Hardware Installation Procedures

The procedures to install the Wireless 802.11b/g/n 150Mbps Broadband Router please

refer to the following picture
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802.11n/g/b
Wireless Client

==

Coa——

Cable/ADSL Modem

PC/ Hub / Switch

Figure 2-3
»  Step 1 connecting your computer to the LAN port.
Attach one end of the Ethernet cable with RJ-45 connector to your hub, switch or a computer’s
Ethernet port, and the other end to one of the LAN ports of your Wireless 802.11b/g/n
150Mbps Broadband Router.
»  Step 2 Connecting Cable/ADSL Modem to the WAN port.
Connect the Ethernet cable attaching to your Cable/ADSL modem to the WAN port of your
Wireless 802.11b/g/n 150Mbps Broadband Router.
»  Step 3 connecting the power adapter.
Connect the single DC output connector of the power adapter to the power jack on the side of
the Wireless 802.11b/g/n 150Mbps Broadband Router. Then plug the Power Adapter into an
AC outlet.
»  Step 4 Power on the following devices in this order:
Cable/ADSL modem, Router, and PCs
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3. Login

You can manage the Wireless 802.11b/g/n 150Mbps Broadband Router through the Web
browser-based configuration utility. To configure the device via Web browser, at least one
properly configured computer must be connected to the device via Ethernet or wireless network.
The Wireless 802.11b/g/n 150Mbps Broadband Router is configured with the default IP
address of 192.168.1.1 and subnet mask of 255.255.255.0 and its DHCP server is enabled
by default. Before setting up the Router, make sure your PCs are configured to obtain an IP

address automatically from the Router by the steps below.

3.1.Configure computer

3.1.1. Windows 98/Me

1. Go to Start - Settings > Control Panel.

2. Find and double-click the Network icon. The Network dialog box appears.

3. Click the Configuration label and ensure that you have network card.

4. Select TCP/IP. If TCP/IP appears more than once, please select the item that has an arrow
“—>” pointing to the network card installed on your computer. DO NOT choose the instance of
TCP/IP with the words “Dial Up Adapter” beside it.

5. Click Properties. The TCP/IP Properties dialog box appears.

6. Ensure the Obtain IP Address Automatically is checked.

7. From the WINS Configuration dialog box, Ensure that Disable WINS Resolution is checked.
8. From the Gateway dialog box, remove all entries from the Installed gateways by selecting
them and clicking Remove.

9. From the DNS Configuration dialog box, remove all entries from the DNS Server Search
Order box by selecting them and clicking Remove. Remove all entries from the Domain Suffix
Search Order box by selecting them and clicking Remove. Click Disable DNS.

10. Click OK, back to Network Configuration dialog box

11. Click OK, if prompted to restart, click YES.
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3.1.2. Windows 2000

Please follow the steps below to setup your computer:
1. Go to Start - Settings = Control Panel

€ conralpanel e 1+
Plo Edt View Favorbes Tods Heb -
=ik - o - (L] | Disewch rodes F| 4 W x| I- 3 |

Address [ ) Control Paned =l @e |
_-.= I--l — : . ‘
oF I & $ 2]
= Acoepsihlity  AddRemove  AddfFemce  Admnstrabive A
Control Panel Optors  Hardware  Frograns Tk k
Netwark and Dial-up Consections _iﬁ : ;& 2, i
Corandts bo ot ::;.t-ar:.. % "_I “; "
foetuncehs, Mol thes [od pareet
Wireoess Lindate
Weirudoe JOOK) S
Corrects to otfer comgaitens, networks, o the Interret | £ 1y Computer P

Figure 3-1
2. Double click the icon Network and Dial-up Connections

3. Highlight the icon Local Area Connection, right click your mouse, and click Properties

10
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_nix
File  Edit  Wiew Faworites  Tools  Advanced  Help ‘
PBack = = - | Dhsearch [YFolders o4 | FER P M e | EEE
Address Metworl and Dial-up Connections j o
% st =1 el E‘,El"l '1

= (A = L L e

e
Network and Dial-up  Comnection  Connection
Connections Status

Local Area
Connecki

Make Mew Local Area

Disatle

Adapter

Displays the properties of the selected connection. i

Local Area Connection 2

Delete
Twpe: LAN Conneckion Rename
Status: Enabled Properties

Realtek RTLE139(A) PCI Fast Ethernet

Create Shortcut

Figure 3-2

4. Highlight Internet Protocol (TCP/IP), and then press Properties button

x|
General |5m|
Connect using
|n Fieakek RTLA1 39(A] PCI Fat Ethermet Adaptes
Componerits chacked sie wsed by this connaclion:

| M Chant lor Microsoét Mebworc
1 38 Fie and Prinker Sharing for Microsoft Networks
el W et Protocol [TCPARP)

instal . | Unnstal | Properies

i~ Descnphon
Tranzmizsion Conlrod Protocol/intemet Prolocol. The defalt
wide anea nebwork. protocol that peovides communecation
aciost divedse inlerconnected netwarks.

™ Show icon in tazkbas when conneched

ok | Ccancel |

Figure 3-3

5. Choose Obtain an IP address automatically and Obtain DNS server address automatically,

and then press OK to close the Internet Protocol (TCP/IP) Properties window

11
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Internet Protocol (TCP/IP) Properties e |

General |

ou can get P settings assigned automatically i pour network supports
thiz capability. Otherwise, you need to ask wour network administrator for
the appropriate IP settings.

* Obtain an IP address automatically

—{ Use the following IP address:

|F address: I . . .
Sutinet mazk: I - )
[refault gatetay: I § :

¢ Ohtain MG server address automatically

— Usge the following DNS server addresses:

Preferred DMS serven I ! i ]
Slternate DS server I . )

Advanced... |
Ok, I Cancel |

Figure 3-4
6. Press OK to close the Local Area Connection Properties window

Local Area Connection 2 Properties
General Ishlmgl
Connect wsing:
| B Feakek ATLE1IA) POIFast Ethemet Adapter

Components checked ane used by this connection:

) | Chant for Miciozolt Netwarks

] 3 Eils s Printies S histing for Miciasalt Netvarks
=l

fretal,. | Unnstsl | Propetes |
i~ Diescophon

Tranamessicn Conbiol Piotocolirtemet Puotocol. The dedaull
across diverse mberconnected networks.

™ Show icon in taskbar when cornected

0K Cacel |

Figure 3-5

3.1.3. Windows XP

Please follow the steps below to setup your computer:
1. Go to Start - Settings - Control Panel

12
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2. Click Network and Internet Connections

B Control Panel 1= |8 |
File Edit  %iew Faworkes Tools  Help ﬂ

@Back @ - @ pSearch ﬁ,__: Folders v

fddress &' Control Panel

E"" Control Panel & PiCK d category

g- Switch bo Classic Wiew

Appearance and l Printers and
" Themes ; Other Hardware

See Also A T ~

Yindows Updat
% vindows Undate Networl and -
A

@) Help and Suppaort - Internet
- Connections

v User Accounts

Date, Time,
. Add or Remove Language, and

Programs i Regional
Options

£

Figure 3-6

3. Click Network Connections

B Network and Internet Connections

File Edit ‘“iew Favorites Tools  Help

eBack - @ @ pSearch H:’_ Folders v

Address E} Network and Internet Connections

Metwork and Internet Connections
See Also

-
Create a connection to the network at your
@ Ty Mebwaork Places E| R o ¥

[;J Printers and Other
Hardware

% Rernote Deskkop

Phone and Modem
Opions

[;| Set up or change your home or small office
= network

or pick a Control Panel
icon

Troubleshooters

Harne ar mall Office
Mebworking

E] Internet Explorer
[9] Mebwork Diagnostics

Fi."l MNetwork

Internet Dptions B Connections

Figure 3-7

4. Highlight the icon Local Area Connection, right click your mouse, and click Properties

13
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" Metwork Connections

File Edit Miew Favorites Tools Advanced Help ;#

e Back ~ I\‘;j |-'-ﬁ3 p Search [1_1 Falders v
Aiddress | & Metwark Cannections v| 5
#+| _LAN or High-Speed Internet

Metwork Tasks

E Create anew ':I_ o
conneckion = i Disable

Status

Repair

ocal Area Connection

#) Setup a home or small
~ office netwark

Q Disable this network
device

% Repair this connection
®fj Rename this connection

&, iew status of this &
conneckion Ename

Change settings of this
conneckion

Bridge Connections

Create Shorkout

Delete

Properties

Figure 3-8
5. Highlight Internet Protocol (TCP/IP), and then press Properties button

-+ Local Area Connection Properties

Genesal | Autheriticabon | Advanced
Connect using
| B9 IntellFt] PRO/100 VM Netwark Connection

This connection uses the following tems

i Bl Chent for Microsoit Netwarks

[ File and Prirdes Sharng for Miciosoft Metworks
vl QoS Packet Scheduler

E Intmmet Probocol [TCPAP)

Desciiphon

Transmession Control Frolacol/intemet Protocol The dataul
wide aea network protocol that provsde: commurscation
actoss divesse inferconneched mebworks

[] Show icon in notiication area when cornecled

ok J[ Ccomcel |

Figure 3-9
6. Choose Obtain an IP address automatically and Obtain DNS server address automatically,

and then press OK to close the Internet Protocol (TCP/IP) Properties window

14
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Internet Protocol (TCP/IP) Properties

Gereral | Alemate Configuration|

You can get IP settings assigned automatically if your network supports
thiz capability. Otherwize, you need to azk your network, adminiztrator for
the appropriate [P zettings.

(23 Obtain an IF address autamatically
(73 Use the follawing IP address:

P address: |
Subnet maszk |

(&) Obtain DMS server address autamatically
() Use the follawing DNS server addresses:

I 0K |[ Cancel J

Figure 3-10

7. Press OK to close the Local Area Connection Properties window

-t Local Area Conneclion Properties

General | Authentication | Advanced
Connect using
B IrteliR) PRO00YM Network Connection

Thiz connaction uses the followng kems:

L= Chanit for Micromolt Nebwarks
¥ 2 File and Prinker Shating for Micrasolt Metwarks
¥ Bl 0eS Packet Schedules

b = Intemst Protocol [TCPAP)

[ nsal. | [ Unmstal | [ Propeties |

Drescaption
Allows your computer bo access iesowces on a Microsolt
nahwork.

[[] Show icon in nolification area when connected

Figure 3-11

3.1.4. Windows Vista

Please follow the steps below to setup your computer:
1. Go to Start - Settings - Control Panel

15
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2. Click Network and Sharing Center

T=
[

~ [ 49 ][ searcn o

v + Control Panel »

Name Categol
Cantrol Panel Home e

= P l = = = T
RO % % oh 2@ hme
I Py = ﬂ l;@ 13 ¥ 3
Add  Administrat.. AutoPlay Backupand  EBitlocker Color Dateand  Default Device Ease of Folder Fonts Game Indexing
Hardware  Tools Restore C.. DriveEn.. Management  Time Programs  Manager  Acce.. Options Controllers  Options
(R & ¥ ; A . - ; 2 7 - ;
e e PR ) 2= P =
= ity . / = ¢
Intemet  (SCS[Initistor Keyboard ~ Mouse  Networkand OfffineFiles  Parental  Penand  PeopleNear Performance Personaliz.. Phoneand  Power Printers
Optians Sharing Ce... Controls  Input Devices M Informatio... Modem ..  Options
- B A= - = b s
. e 1] g - & =
Problem  Programs Regionaland Scennerseand  Secure Security Sound Speech  SyncCenter  System  TabletPC Taskbarand  Texto User
Reportsa.. andFestures Language.. Cameras  OnfineK.. — Center Recogniti.. Settings  StartMenu  Speech  Accounts
- ¢ 1 ==
d | & Ly
VMware  Welcome  Windows  Windows  Windows  Windows  Windows  Windows
Tools Center  CardSpace  Defender  Firewall  Sidebar SideShow  Update

Figure 3-12
3. Click Manage Network Connections

v|§E » Control Panel » MNetwork and Sharing Center -

Tasks

Network and Sharing Center

View computers and d

_ View full map
Connect to a network

- P
Set up a connection or network !&I & 5 U

Manage network connections ~
TECH-PT Network Intemet

Diagnose and repair (This computer}
* Metwork (Private network) Customize
Access Local only
Connection Local Area Connection View status

2% Sharing and Discovery

Network discovery @ On (9
File sharing o off )]
Public folder sharing @ Off @
Printer sharing @ Off (no printers installed) G’_:J
Password protected sharing @ On (?)
Media sharing @ Off v

Show me all the files and folders Tam sharing

Show me all the shared network folders on this computer

Figure 3-13

4. Highlight the icon Local Area Connection, right click your mouse, and click Properties

16



Wireless 802.11b/g/n 150Mbps Broadband Router User Manual

== Es
"- ||‘E} » Centrol Panel » Metwork Cennections - I‘, | | Search pe |
‘ Organize v g= Views - * Disable this network device |y Diagnose this connection’ Ol Rename this connection
Mame Status Device Mame Connectivity Metwork Category Cwner Type Phone # or Host Addre..
LAM or High-Speed Internet (1) A

Local Area Connecticn
® _ Network
G Intel(R) PRO/L000 MT Netw..,

Disable
Status

Diagnose
Briclge Connections

Create Shortcut
Delete

Rename

Properties

Figure 3-14
5. Highlight Internet Protocol Version 4 (TCP/IP) and then press Properties button

17
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e

@ Local Area Cﬁnné&i&n:ﬁrbptﬁés ==
Metworlding |

Connect using:

| &¥ Intel{R} PRO/1000 MT Network Connection

This connection uses the following items:

™ Cliert for Microsoft Networks

QGDS Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks

=& Intemet Protocol Version & (TCFAPvE)

o temet Protocol Versian 4 (TCP/1Pvd)

wda Link-Layer Topology Discoveny Mapper 140 Driver
<& |ink-Layer Topology Discoveny Responder

[ Install... ] [ Uninstal Properies
Descrption

Transmission Control Protocol/Intemet Protocaol. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.

0K || Cancel

Figure 3-15
6. Choose Obtain an IP address automatically and Obtain DNS server address automatically,
and then press OK to close the Internet Protocol (TCP/IP) Properties window

18
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Internet Protocol Version 4 (TCP/APve) Properties E2R )|

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, vou need to ask yvour network administrator
for the appropriate IF setfings.

i@ Obtain an IP address automatically
i) Use the following IP address:

IF address:
Subret mask:

[ P R [ Ja iy ctay atf
Drefaulk gateway

i@ Obtain DNS server address automatically

{7 Use the following DMNS server addresses:

Preferred DS server:

alternate DMS server!

Advanced...

E Ok 1[ Cancel ]

Figure 3-16

7. Press OK to close the Local Area Connection Properties window

19
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=

,”, Local Area Connection Properties

Metworlding

Connect using:

.I;P Imtel{R} PROAO00 MT Network Connection

This connection uses the following items:

[ 9™ Cligrt for Microsoft Networks

v QQDS Packet Scheduler

v .@, File and Printer Sharing for Microsoft Networks
=& Intemet Protocol Version & (TCP/1PvE)
W et Protocol Version 4 (TCP/IPvd)
[¥] -a Link-Layer Topology Discovery Mapper 140 Driver
<& |ink-Layer Topology Discoveny Responder

[ Imstall... Uninstall Properties

Descrption

Transmission Control Protocol/Intemet Protocaol. The default
wide area network protocol that provides communication
across diverse interconnected netwaorks.

QK ] I Cancel

Figure 3-17

3.2.Checking Connection with the Router

After configuring the TCP/IP protocol, use the ping command to verify if the computer
can communicate with the Router. To execute the ping command, open the DOS window and
Ping the IP address of the Wireless 802.11b/g/n 150Mbps Broadband Router at the DOS
prompt:
»  For Windows 98/Me: Start -> Run. Type command and click OK.
»  For Windows 2000/XP: Start -> Run. Type cmd and click OK.
At the DOS prompt, type the following command:

If the Command window returns something similar to the following:

C:\Documents and Settings\admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:
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Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64
Reply from 192.168.1.1: bytes=32 time=1ms TTL=64

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

Then the connection between the router and your computer has been successfully established.

If the computer fails to connect to the router, the Command window will return the following:

C:\Documents and Settings\admin>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.

Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 0, Lost =4 (100% loss),

Verify your computer's network settings are correct and check the cable connection between
the router and the computer.

In order to make the whole network operate successfully, it is necessary to configure the
Wireless 802.11b/g/n 150Mbps Broadband Router through your computer has a WEB browser

installed. Please follow up the steps listed below.

3.3.Login

1. Startup Internet Explorer and enter http://192.168.1.1, then press Enter

21


http://192.168.1.254/

Wireless 802.11b/g/n 150Mbps Broadband Router User Manual

out:blank - Microsoft Internet Explorer

Ele Edit View Favorites Tools Help :f
2 7 2 = . 5 5l
Dot © 1 @ G Prrs o @ 355 B
Agdress DYoo ks
{&] Done P Internet
Figure 3-18

2. You will enter the user name and password. The default user name is guest, password is

guest, too.
ﬂ
? Thiz zecure Web Site [at 192.168.1.71] requires you to log on.

Fleaze type the Uzer Name and Pazzward that you uze for Device.

User Marne Iguest LI

Ixxxxx

Pazsward

[ Save this passward in wour password list

ak, I Cancel

Figure 3-19
3. After successful login, you will be able to see the Wireless 802.11b/g/n 150Mbps Broadband
Router’s web-based configuration utility (refer to the following picture). In the home page of
the Wireless 802.11b/g/n 150Mbps Broadband Router, the left navigation bar shows the main
options to configure the system. In the right navigation screen is the summary of system status

for viewing the configurations.
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El Convenient Setup Convenient Setup |

g system Information

O system Log (& DHCP user (Cable Modem)
O Internet Setup O PPPOE user (ADSL)
E Wireless Ianagement O Static User
=] Security Setup
O Access Control Dynamic IP address access
B LAN getup

a Applications & Gatne
a Application Gateway
O pos

a Fouting

a System Management

Wireless Configuration
Wirgless Status & Enable O Disable
MNetwork Mame(SSID) Default

Figure 3-20
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4. System configuration

4.1.Convenient Setup

Providing you the convenient and simplest method for configure the router, the purpose of this
item is to provide an easy way for you to use it and configure your router to access the Internet
quickly; including “DHCP”, "PPPoE”, "Static IP” and “Wireless Configuration”. This is the

most convenient tool for you to configure router.

4.1.1. DHCP user (Cable Modem)

f Convenient Setup |

(*) DHCP user {Cable Modem)
& PPPoE user (ADSL)
() Static User

Dynamic IP address access
Wireless Configuration

Wireless Status (%) Enable ) Disable
Metwiork Mame(S5ID0 Default

Figure 4-1
After select this item, you will obtain an IP address from your ISP automatically, those ISP who

supply Cable modem always use DHCP technology.
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4.1.2. PPPoE user (ADSL)

r Convenient Setup |

O DHCP user {Cable Modem)
(*) PPPoOE user (ADSL)
) Static User

PPPoE Client Access

PPPoE Lsernarme

PPPoE Passwiord

Wireless Configuration
Wireless Status (&) Enable ) Disable
Metwork Mame(SSID) Default

Figure 4-2
If your ISP provides you the PPPOE service (all ISP with DSL transaction will supply this
service, such as the most popular ADSL technique), please select this item. In the “Convenient
configuration” You can input your PPPOE username and password to access the Internet.
»  PPPOE username: Input PPPoE username provided by ISP
» PPPoE Password: Input PPPoE password provided by ISP.
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4.1.3. Static User

r Convenient Setup |

©) DHCP user (Cable Modem)
C) PPPOE user (ADSL)
{(¥) Static User

Static IP address access
Wik IP address 0.0.0.0
Subnet Mask 0.0.0.0
Default Gateway 0.0.0.0
Prirnary DRS
Secondary DMNS

Wireless Configuration
Wirgless Status (%) Enable ) Disable
Metwork Mame(SSI0Y Default

Figure 4-3

This item should only be used when users use a static IP address to access Internet, you should
input your “WAN IP address”, ”subnet mask”,” default gateway” and “DNS server (domain
name server) IP address” according to the information provided by your ISP. And every IP
address should be input in appropriate IP field, a IP address only divided into four IP octets by
sign”.” is acceptable.
» WAN IP address: The IP address that your Internet access into
»  Subnet mask: Specify a Subnet Mask for your WAN segment
»  Default gateway: It is provided by your ISP
» Primary DNS: DNS server is used for resolve domain name. Your ISP will provides you

with at least one DNS IP address, input IP address of your DNS server in this field

» Secondary DNS: Input IP address of backup DNS server, or you can leave this field blank.

4.1.4. Wireless Configuration

You can choose “Enable” or “Disable” to enable or disable the wireless function. The default
setting is “enable”. If you chose the “Disable” status, the router will become a wired broadband
router without wireless function, so be careful when you choose this status.

» SSID: SSID (Service Set Identifier) is your wireless network's name shared among all

points in a wireless network. The SSID must be identical for all devices in the wireless

26



Wireless 802.11b/g/n 150Mbps Broadband Router User Manual

network. It is case-sensitive and must not exceed 32 characters.

4.2.System information

This page indicate current status of the router, including “Internet Access Info”, "LAN
Info” ,”Primary AP Info”, “System Info” and “statistics info” about the bits router send and
received .This item is used for monitor the current status of router for administrator, and also

supplies help information about judge working situation of router

4.2.1. Internet Access Info

[ Internet Access Info | LAN Info | Primary AP Info | System Info | Statistics Info |

Connection Type: DHCP
Phrysical Address: 00:e0:4c:81:95:09
IP Address: 0.0.0.0
Subnet Mask: 0.0.0.0
Default Gateway: 0.0.0.0
Primary DNS:
Seconidary DMS:
MTL = 1495
Connect

APR-R3A4-%1,.3.01(1T1R), APR software English
version,2009.11,18,18.30.,

Current version:

Refresh

Figure 4-4

This feature provides running status information of the WAN port (the port connect to the

Internet)

» Connection Type: Display router’s current connection type, It should be one of “PPPoE”,
“DHCP”, “Static IP”, depending on what kind of connection type your ISP provides.

»  Physical Address: The physical address of WAN port, this is a unique address assigned by
manufacturer.

» IP Address: The IP address you obtained after connect to the Internet, if you haven’t
connected to the Internet yet, this field is 0.0.0.0.

»  Subnet Mask: The Subnet mask you obtained after connect to the Internet, if you haven’t
connected to Internet yet, this field is 0.0.0.0

» Default Gateway: The IP address of Default gateway you obtained after connect to the

Internet, if you haven’t connected to Internet yet, this field is 0.0.0.0.
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Primary DNS: The DNS server translates domain or website names into IP address, input
the most common DNS server address you used or provided by your ISP.

Secondary DNS: Input IP address of a backup DNS server or you can leave this field blank
MTU: The MTU (Maximum Transmission Unit) setting specifies the largest packet size
permitted for network transmission. Most DSL users should use the value 1492.You can
set MTU manually, and you should leave this value in the 1200 to 1500 range. If the value
you set is not in accord with the value ISP provide, it may causes some problems, such as

fail to send Email, or fail to browse website. So if that happen, you can contact your ISP for

more information and correct your router’s MTU value

4.2.2. LAN Info

Current version: The version information of your current firmware

r Internet Access Info Y LAN Info f Primary &P Info Y System Info \f Statistics Info \|_

Physical addrass:

IP Address:

Subret Mask:

DHCP Server:

DHCP Server Start IP:
DHCP Server End IP:

00:e0:4c:81:96:h1
192,1658.1.1
233.235.233.0

oM

192,1658.1.2
192.1658.1.63

Figure 4-5

This item provides information about router’s LAN port, display LAN port’s physical address,

IP address and current situation of DHCP server.

4.2.3. Primary AP Info

r Internet Access Info Y LAN Info Y Primary &P Info r System Info \|/ Statistics Info 1

Wireless Status:

Humber of Wirgless Client:
Wirgless Mode:

Charnel:

S510:

Wirgless Interface MAC Address:
SSID Broadcasting:

Security Mode;

on

]

AP

channels

Default
00:el:4c:81:96:b1
arn

Mone
Figure 4-6
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This item provides current running information of Primary AP

»  Wireless status: Display wireless interface status is enabled or not

»  Number of Wireless Client: Display the current number of wireless stations associated
with router

»  Wireless Mode: Current wireless mode of wireless router

» Channel: Display current channel of your wireless router.

» SSID: SSID (Service Set Identifier) is your wireless network's name shared among all
points in a wireless network.

»  Wireless Interface MAC Address: The MAC address is used for wireless communication

» SSID Broadcasting: You can select “enable” or “disable” to enable or disable the
broadcast SSID function, If the setting of this field is disable, wireless client can’t obtain
this SSID to login in, then user have to input the SSID value manually

»  Security Mode: Display whether your security wireless function have been applied.

4.2.4. System Info

r Internet Access Info T LaN Info Y Primary AP Info \|/ System Info f Statistics Info L

System Uptirne: O Days 0 hours 6 minutes 7 seconds
CPL Uzage: 1.6%

Mernory Lsage: 5%

APR-R344-v1,3,01(1T1R),APR software English

Firrmarare Version: - iom 200,11, 18,18.30,

Figure 4-7

This item provides current running information of System

4.2.5. Statistics Info

f Internet Access Info Y LaN Info Y Primary AP Info Y System Info Y Statistics Info |

Type  Sending Packets Receiving Packets Sending data (Kbytes) Receiving data(kBytes)
LamM 2432 10145 422 1081

WA 15 o 10 ]

WLAN 235 2549 B3 497

Refresh

Figure 4-8

This item provides statistics information about the bits router sends and received
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4.3.System log

4.3.1. System Log

r System Logs T Connection Logs ‘]

Items show in every single page 10 m 40 41 1L o |1 ¥ TotallPages
Mo, Time Descript
1 MNow 6 12:05:15 klogd started: BusyBox v1,00-pres (2009,10.01-20:20+0000)
z2 MNow 6 12:05:15 RTLE1925E driver version 1,16 (2009-10-11z3)
Ciel All
Figure 4-9

Examine system log, there are most ten logs can be showed in one Page

4.3.2. Connection Logs

[ Ssystemlogs ) ConnectionlLogs |

Items shiow in every single page 10 m o # Ak O 1 TotalzPages
Mo, Time Descript

1 2009-11-08 12:05:18 DHCP:DHCP Server enable!

2 2009-11-06 12:05:26 DHCP: Clisnt enable!

3 2009-11-05 12:05:26 DHCP:Send DISCOWER Packet!

4 2009-11-06 12:05:26 DHCP:Recy DISCOWER!

3 2009-11-05 12:05:28 DHCP:Send DISCOWER Packet!

=} 2009-11-06 12:05:28 DHCP:Will get TP address:192,.168.1.2

7 2009-11-05 12:05:29 DHCP:Recy REQUEST!

B 2009-11-06 12:05:30 DHCP:Send DISCOWER Packet!

9 2009-11-06 12:05:34 DHCP: Mot recy OFFER. Packet!

10 2009-11-06 12:06:38 DHCP:Send DISCOWER Packet!

Figure 4-10

Display connection logs. You can configure items show in every single page, the default is 10
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4.4.Internet Setup

The purpose of this item is to provide an easy way for you to use it and configure your router to

access the Internet quickly

4.4.1. DHCP User (Cable Modem)

After select this item, you will obtain an IP address from your ISP automatically, those ISP who

supply Cable modem always use DHCP

r Internet Setup |

() DHCP user {Cable Modem)
) PPPOE user {ADSL)
) Static user

Clome MAC address 0oied:4c:81:06: b0 Clone MAC address
Default MAC address Default MAC address
MTL 1496
Primnary DMS

Secondary DMS

Figure 4-11

» Clone MAC address: The WAN port of router has a uniqgue MAC address assigned by
manufacturer; it called as “Default MAC”. The “Clone MAC” is used for some special
situations; For example, ISP only allows certain MAC address to access the Internet, thus
you can modify your WAN port’s MAC address in accord with the requirement of ISP,
avoiding ISP’s detection

» MTU: The MTU (Maximum Transmission Unit) setting specifies the largest packet size
permitted for network transmission. Most DSL users should use the value 1492.You can
set MTU manually, and you should leave this value in the 1200 to 1500 range. If the value
you set is not in accord with the value ISP provide, it may causes some problems, such as
fail to send Email, or fail to browse website. So if that happened, you can contact your ISP
for more information and correct your router’s MTU value

» Primary DNS: DNS server is used for resolve domain name. Your ISP will provide you
with at least one DNS IP address, input IP address of your DNS server in this field

» Secondary DNS: Input IP address of backup DNS server or you can leave this field blank
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4.4.2. PPPoE user (ADSL)

r Internet Setup |

) DHCP user (Cable Modem)
(*) PPPOE user (ADSL)
) static user

PPPoE Usarname

PPPoE Passwiord

Clone MAC address 00:e0:4c:51:96:h

Default MAC address Default MAC address
MTL 1492
Prirnary DMHS
Secondary DNS

(® Connect to Internet autornatically (Default)

) Auto disconnect when idle, time out | After (1-30) minutes, if no found the access request
then auto-break offl

) Conmect to Internet manually

Figure 4-12

If your ISP provides you the PPPOE service (all ISP with DSL transaction will supply this

service, such as the most popular ADSL technique), please select this item. In the “Convenient

Setup” You can input your PPPoE username and password to access the Internet

» PPPoE username: Input PPPoE username provided by ISP

» PPPoE Password: Input PPPoE password provided by ISP

» Default MAC Address: The MAC address of WAN port, this is a fixed, unique address
assigned by manufacturer

» MTU: The MTU (Maximum Transmission Unit) setting specifies the largest packet size
permitted for network transmission. Most DSL users should use the value 1492.You can
set MTU manually, and you should leave this value in the 1200 to 1500 range. If the value
you set is not in accord with the value ISP provide, it may causes some problems, such as
fail to send Email, or fail to browse website. So if that happened, you can contact your ISP
for more information and correct your router’s MTU value

» Primary DNS: DNS server is used for resolve domain name. Your ISP will provide you
with at least one DNS IP address, input IP address of your DNS server in this field

»  Secondary DNS: Input IP address of backup DNS server, or you can leave this field blank

You can select three modes: connect to Internet automatically (Default), auto disconnect when

idle or time out, connect to Internet manually
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4.4.3. Static user

r Internet Setup |

() DHCP user {Cable Modem)
) PPPOE user (ADSL)
%) Static user

WAk IP address (0.0.0.0
Subnet Mask 0.0.0.0
Default Gateweay [0.0.0.0

Clone MAC address 00:el:4c:21:06:b0 Clone MAC address
Default MAC address Default MAC address
MTL 1500
Primnary DRS

Secondary DMNS

Figure 4-13

This should be used only you are connecting through a static IP address. You should input your

“WAN IP address”, ”subnet mask”,” default gateway” and “DNS server (domain name server)

IP address” according to the information provided by your ISP. And IP address input should be

filled in appropriate IP field, a IP address only divided into four IP octets by sign”.” is

acceptable

» WAN IP address: The IP address that your Internet access into

»  Subnet mask: Specify a Subnet Mask for your WAN segment

»  Default gateway: It is provided by your ISP

» Clone MAC address: The WAN port of router has a uniqgue MAC address assigned by
manufacturer; it called as “Default MAC”. The “Clone MAC” is used for some special
situations; For example, ISP only allows certain MAC address to access the Internet, thus
you can modify your WAN port’s MAC address in accord with the requirement of ISP,
avoiding ISP’s detection

» MTU: The MTU (Maximum Transmission Unit) setting specifies the largest packet size

permitted for network transmission. Most DSL users should use the value 1492.You can
set MTU manually, and you should leave this value in the 1200 to 1500 range. If the value
you set is not in accord with the value ISP provide, it may causes some problems, such as
fail to send Email, or fail to browse website. So if that happened, you can contact your ISP

for more information and correct your router’s MTU value
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» Primary DNS: DNS server is used for resolve domain name. Your ISP will provides you
with at least one DNS IP address, input IP address of your DNS server in this field
»  Secondary DNS: Input IP address of backup DNS server, or you can leave this field blank.

4.5.Wireless management

It contains the following parts: wireless basic, security, host filter, Host List, WPS, advanced

45.1. Wireless Basic

Providing basic configuration items for wireless router users, including “wireless network
status”, ”Radio Band”, "Radio Mode”, ”SSID”, ”SSID broadcasting”, ”Channel width”,

“Region” and ”Channel” basic configuration items.

rBasic rﬁecurit',r YHust Filter THust List YWPE Yndvanced ]

Basic
Wireless Metwork Status (3 Enable O Disable
Radio Band | 202, 11b+g+n »
Radio Mode | Access Point
SSID Default
55ID Broadcasting &) Enable O Disable
Channel width & zoMHz O 40MHZ
Reagian |FZC hd

Channel | Channel g »

Figure 4-14

»  Wireless network status: You can choose “enable” or “disable” to enable or disable the
“Wireless Network Status”, if what you choose is “Disable”, the AP function of wireless
router will be turned off

» Radio band: You can select the wireless standards running on your network, if you have
Wireless-N, and Wireless-B/G devices in your network, keep the default setting,
802.11b+g+n

» Radio mode: You can select radio mode of wireless router, the default setting is AP mode

»  SSID: The default is default

» SSID Broadcasting: You can select “enable” or “disable” to enable or disable the broadcast
SSID function, If the setting of this field is disable, wireless client can’t obtain this SSID to

login in, then user have to input the SSID value manually
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Channel width: This switch allows you to set Router's wireless bandwidth. 20MHz: In this
mode you can get low bandwidth, little interference and slow rate. 40MHz: In this mode
you can get high bandwidth, high interference and rapid rate. Use only when you have a
pure router, draft 802.11n wireless network

Channel sideband: It controls your wireless router use higher or lower channel when
working on 40MHz

Region: You can select the region where you live in

Channel: In 20MHz, you can select one channel from 1 to 11 manually, and in 40MHz,
you can select one channel from 1 to 9 or 5 to 11, which provides a choice of avoiding

interference

4.5.2. Security

The item allows you to encrypt your wireless communication, and you can also protect your

wireless network from unauthorized user access. It supplies “None”, “WEP”, “WPA-PSK”,
“WPA2-PSK” and “WPA/WPA2-PSK” five different encryption modes.

>

”None” means do not encrypt wireless data

fBasil: YEecurit? anst Filter YHust List YWPE Yndvanced \|_

AP Security Setup

Authentication Type |MNone A

Figure 4-15
WEP

fBasil: YEecurit',r fHust Filter YHust List YWPS Yndvanced ]

AP Security Setup

Authentication Type | WEP v
WER
WPS enable, please not use wep!
Key Length &) &4 hits O 128 bits
Key Mode (&) HEX O asci
key

Figure 4-16

There are two basic levels of WEP encryption, 64 bits and 128 bits, the more bits password have,

the better security wireless network is, at the same time the speed of wireless is more slower. If
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you select WEP to encrypt your data, choose the bits of password, it should be 64 bits or 128
bits. Then choose the format of password; it should be HEX or ASCII. The valid character for
HEX format should be numbers from 0 to 9 or letters from A to F. HEX doesn’t support mixed
letter and number mode. And ASCII supports mixed both letters and numbers.

Note: when you select enable the WPS function, you’d better not use this security mode
» WPA-PSK

fBasil: Yﬁecurit',r fHust Filter YHust List YWPS Y Advanced ]

AP Security Setup
Authentication Type | WPLA-PSK w

Pre-Shared Key
Encryption Type & TKIP O AES
=30
key Renewal (60-86400 seconds) Se<400

Figure 4-17
You can select the algorithm you want to use, TKIP or AES. TKIP means “Temporal Key
Integrity Protocol”, which incorporates Message Integrity Code (MIC) to provide protection

against hackers. AES, means “Advanced Encryption System”, which utilizes a symmetric
128-Bit block data

» WPA2-PSK

fBasil: T Security fHust Filter T Host List T wWPS Yndvanced ]

AP Security Setup
Authentication Type | WPAZ-PSE b

Pre-Shared Key
Encryption Type & TKIP (O AES
key
key Renewal (60-26<400 seconds) 26400

Figure 4-18
The WPA2-PSK is similar to WPA-PSK and with stronger encryption method than WPA-PSK,
using WPA2-PSK; you should input password (leave this value in the range of 8 to 63

characters) and key renewal time (leave this value in the range of 60 to 86400 seconds).
»  WPA/WPA2-PSK
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fEasil: \fﬁecurit',r fHust Filter \|/ Host List YWPS Yndvanced L

AP Security Setup
Authentication Type | WPLAAWPLZ-PSE

Pre-Shared Key
Encryption Type & TKIP O AES
=10
Key Renewal (60-86400 seconds) B5<400

Figure 4-19
This item mixed WPA-PSK and WPA2-PSK mode, which provides higher security level; you
can configure it according with WPA-PSK or WPA2-PSK

45.3. Host Filter

rBasic YSecurity YHust Filter '(Hust List YWPS Yndvanced‘]

Wireless Access Control
Wireless &ccess Control Status (O Enable &) Disable
(® Permit wireless connection for MAC address listed (others are Dernied)

Wireless Access Control Rule
Dery wireless connection for MAC address listed (others are Permitted)

Rule Description
MAC Address

Items show in every single page 3 m 0 L o [0 %) TotalOPages
ID MAC Address Delete
Figure 4-20

» Wireless Access Control Status: the default is disable. To disable “Wireless Access
Control Status”, keep the default setting “Disable”

Please select “enable” if you want to configure Wireless Access Control, then you can follow

the following steps to set:

1. Add MAC address you want to control in the “MAC address” field (the format is

Fhkk_Kk_Kk_kk_F) then click “Add” button, and you will see the MAC address has displayed

in the MAC list.

2. There are two items supplied, “Permit wireless connection for MAC address listed (others

are Denied)” and “Deny wireless connection for MAC address listed (others are Permitted)”,

Select the item you want, and click “Save” button
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45.4. Host List

rBasic YSecurity THust Filter YHust List ‘{WPS Yndvanced \|

MAC Address  Mode T Packet Ry Packet  Tx Rate (Mbps) Power Saving Expired Time (s)

Refresh

Display current status of the wireless client associate with AP

45.5. WPS

Wi-Fi Protect Setup (WPS) function can let you create a safety network easily. You can through
‘PIN Input Config (PIN)’ or ’Push Button (PBC)’to encrypt your network. This router also
provides WPS button, you only need to push the WPS button in this router and the wireless
network card which support WPS function, then the router will be encrypted to WPA2-AES
mode automatically

Note:

If you have configured encryption mode in your router, then when you use this WPS function,
please configure the authentication type to None, then it will be encrypted to WPA2-AES mode
automatically. If you don’t want to change your authentication type, then when you use this

function, the router will be encrypted to the mode that you have configured.

]’Basic YSecuritv THust Filter THDst List YWPS rndvanced W

WP5 S5ettings
WPS Status (2) Enable ) Disable
AP PIM Code 65170099

YWP5 PIN 5ettings
Wireless Host PIN Code

Connect

YWP5 PBC Settings

Connect

WPS Configuration
Security Mode Authentication Type key Format Key
MNone
Figure 4-21
»  WPS Status: you can use this function to setup the wireless connection between this router
and wireless network card. The default is enable.

» AP PIN Code: this code can mark a wireless product
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» Wireless Host PIN Code: input the PIN of wireless network card that support WPS
function. Click connect, when it connect successfully, it will be encrypted to WPA2-PSK

» WPS PBC settings: Click connect, when it connect successfully, it will be encrypted to
WPA2-PSK

»  WPS Configuration: display the encryption information

WPS can connect the wireless adapter and the router in a safe way. If you have a wireless

network card which has WPS button, you may set up a safe network via the following methods

Method 1:

1. Push the WPS button in the Router until the orange SYS is flashing several times

2. Push the WPS button in the wireless network card for about 5seconds

3. Wait for the safe connection between the adapter and the router

4. The connection between the adapter and the router is successful

Method 2:

1. Input the PIN code of the adapter’s WPS page into the router’s WPS configure page, then

click "connect’

Wi-Fi Protected Setup (WPS)

An easy and secure setup solution for Wi-Fi network

Pin Input Config (PIM)
After pushing the PIM button.Please enter the PIN code into your
AP,

PIN Code : 35229155
Figure 4-22

YWP5 PIN Settings
Wirgless Host PIN Code 35229155

Caonnect

Figure 4-23
2. Push the “PIN Input Config (PIN)’ in the Wi-Fi protect setup of the adapter
PIN Code : 35229155

{ Pin Ingut Corfig (PIN) |
g

Figure 4-24

3. Select this router in the pop-up window, then click ‘Select’
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¥i-Fi Protected Setup — 5Select AP &]

| WPS AP Name WPS AP MAC
00:02:10:09:00:0F

Figure 4-25
4. Please wait until the following window appears, the connection between the adapter and the

router is finished automatically.

¥i-Fi Protected Setup — PIN method

Wi-Fi Protected Setup - PIN method

Please enter the folowing PIM code into your &P

PIN Code : 35229155
Status : Selected AP ... [default ]

LLLLL L bbbl ]

Figure 4-26
Method 3:
1. Select ‘Input PIN from AP’ in WI-FI protect setup page, input PIN of the router, then click
‘PIN Input Config (PIN)’

[Finput PIM from &P PIN Code : 66170099

I Pin Input Config (PING
by

Figure 4-27

2. Select this router in the pop-up window, then click ‘Select’
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¥i-Fi Protected Setup — Select AP &]

[ WPS AP Mame WPS AP MAC

Default 00:02:10:09:00:0F

Figure 4-28

3. Please wait until the following window appears, the connect between the adapter and the

router is finished automatically.

¥i-Fi Protected Setup — PIN method

Wi-Fi Protected Setup - PIN method

Please enter the folowing PIM code into yvour &P .

PIN Code : 66170099
Status ¢ Initial WPS ...

BEEEEEREEEER ]

Cancel

Figure 4-29
Remark
If there is more than one AP in the PBC mode when you use the method 1, there will be session

overlap. Please using method 2/3 or wait for a while push the button again.
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45.6. Advanced

(Basic | Security | Host Filter | Host List | WPS | Advanced )

Advance Setup

Authentication Type | Auto v
Beacon Interval (100 (Extent:20-1000,Default: 100)
RTS Threshold (2347 (Extent:256-2347, Default:2347)
Agaregation | AMPDU+AMSDIL %
Fragmentation Threshold =346 (Extent:256-2346,Default:2346)

Transmission Rate | &uto  »

ShortGi & Enable ) Disable

Protection (%) Enable ) Disable
Preamble Type (% Long O Short

WLAN Partition & Enable (¥ Disable
RF Output Power (8 100% O 70% (O 50% O 35% O 15%
W Enable Disable

| Apply |
Figure 4-30

These settings are only for more technically advanced users who have a sufficient knowledge

about wireless LAN. These settings should not be changed unless you know what effect the

change will have on your AP

» Authentications type: The default is set to “Auto”, which allows “Open System” or
“Shared Key” authentication to be used. Select “Shared Key” if you only want to use
“Shared Key” authentication (the sender and recipient use a WEP key for authentication)

» Beacon Interval: The interval time of this Wireless 802.11b/g/n 150Mbps Broadband
Router broadcast a beacon. Beacon is used to synchronize the wireless network. The valid
interval is 20-1000, the default is 100

» RTS Threshold: You can set RTS Threshold value in this field, the valid range should be
256-2347 and default value is 2347. If a network packet is smaller than the preset RTS
threshold size, the RTS/CTS mechanism will not be enabled

» Aggregation: You can accelerate the wireless transmission speed by enabling the
aggregation function. The default is AMPDU + AMSDU

» Fragmentation Threshold: It specifies the maximum size of packet during the
fragmentation of data to be transmitted

» Transmission Rate: Transmit rate indicates the transmission speed of wireless LAN
access . The default setting is “Auto” and you can set this value between 1-54Mbps range

»  ShortGi: You can select “Enable” or “disable” for shortgi
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» Protection: Using 802.11b and 802.11g mixed mode may result in poor network
performance. By enabling 802.11 protection, it will ameliorate performance of 802.11g
devices in your wireless network

» Preamble Type: "Short Preamble" is suitable for heavy traffic wireless network. "Long
Preamble” provides much communication reliability; the default setting is "Long

Preamble”

4.6.Security setup

This feature provides security and network protection by using “MAC Filter”, “Internet access
control” and “DNS Filter”

4.6.1. MAC Filter

f MACL Filter r Internet Access Control Y DNS Filter )

MAL Filter Parameter
MAC Filter Status O Enable (%) Disable
) Deny through the router for MAC address listed,others are permitted

MALC Filtter Rule
& Permit through the router for MAC address listed,others are denied

MACL Filter Management
Description
Rule |Permit v

MAC Address
O sun O Man O Tue
O wed [ Thu O Fi [ sat

Times To Block [ all Day 00:00 » |- | 0000+

Ttems show in every single page 3 m & # L a ¥ 0¥ TotalOPages
1D Description MAC Address Days To Block Times To Block Rule  Del

Days To Block [ Everyday

Figure 4-31

» MAC Filter Status: the default is disable. You can filter wired users by enabling this
function; thus unauthorized users can not access the network

»  Description: describe MAC Filter list to tell from different MAC Filter lists

» Rule: you can select permit or deny. The default is permit

» MAC address: input the MAC address that you want to control. The default format is
Fok ok ok _kk_kkxx (e.g.: 00-22-33-da-cc-bb)

Follow the following steps to set MAC filter:
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1. Enable MAC Filter, then select save.

2. Add MAC address you want to control in the “MAC address” field (the format is
Fhkk_ Kk _k_k_HK) then click “Add” button, and you will see the MAC address has
displayed in the MAC list.

3. There are two items supplied, “Permit wireless connection for MAC address listed (others
are Denied)” and “Deny wireless connection for MAC address listed (others are Permitted)”,

Select the item you want, and click “Save” button.

4.6.2. Internet Access Control

[’ MAC Filter Y Internet Access Control ]" DNS Filter )

IP Filter Parameter:
IP Firewall Status & Enable (&) Disable
) Deny through the router for IP iddress listed,others are permitted

Default IP Firewall Rule
& Permit through the router for IP address listed,others are denied

1P Filter List Management
Descrintion
Rule | Permit
Source IP Address
Protocol and Port | Al v -
[ sun [ Mon O Tue
O wed I Thu O Fri [ sat
Tirmes To Block [] &l Day 0000 » |- |00:00 »
Items show in every single page 3 m <0 % 1L oh |0 TotaloPages

ID  Description  Sowce IP Destination Port Protocol  Days To Block  Times To Block  Rule  Del

Days To Block [ Evervday

Figure 4-32

» IP Firewall Status: the default is disable. The rules of “Internet access control” based on
source IP, port number and protocol

»  Description: describe IP Firewall list to tell from different IP Firewall lists

» Rule: you can select permit or deny. The default is permit

» Source IP address: input the source IP address that you want to control. The default
format is *** *x* *** ***(p g: 192.168.2.3)

» Protocol and Port: If the rule has already existed in “Protocol Template”. You can select
appropriate item and apply it. Or you can input protocol type and port number manually,
click “add” button, then the item will displayed in the list.

Follow the following steps to set Internet Access Control:
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1. You can select “enable” and click “Save” to enable “IP Firewall” function. This is only the
first step, you should continued to create appropriate rules for “IP Firewall”.

2. Input description information for current access control rule in the “Description” field.
Input IP address of host you want to restrict

3. There are two items supplied, “Permit through the router for IP address listed, others are
denied” and “Deny through the router for IP address listed, others are permitted”, Select the
item you want, and click “Save” button

4. If you want to delete certain item on the list, select appropriate item on the list, click

“delete” to delete it

4.6.3. DNS Filter

[ MACFiter | Internet Access Control |  DNSFilter |

DNS Filter Parameter
DS Filter Status (O Enable (&) Disable
) Deny through the router for DNS Key words listed,athers are Permitted

Default DMS Filter Rule
& Permit through the router for DNS Key words listed,others are Denied

DNS Filter List Management
Fule | Permit »
DS Filter Key words

[ sun O Man O Tue

Days To Block [[] Evervday ] wed B Tha I i B sat

Times To Block [] &l Day 00:00 & |- |00:00
Iterns shawe in every single page 3 m &0 L o0 |0 ¥ TotaloPages
(0] DMS Filter Key words Days To Block Times To Block Rl Del
Dl All
Figure 4-33

» DNS Filter Status: the default is disable. “DNS filter” is able to filter certain domain name
such as www.sina.com

» Rule: you can select permit or deny. The default is permit

» DNS Filter Key words: Input website name or Domain name in the “DNS Key Words”
field, such as www.163.com.

Follow these steps to set DNS filter:

1. You can select “enable” and click “Save” to enable “DNS Filter” function. This is only the

first step, you should continued to create appropriate rules for “DNS Filter”.

2. Input DNS Filter Key words
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3. There are two items supplied, “Permit through the router for DNS Key words listed, others
are denied” and “Deny through the router for DNS Key words listed, others are permitted”,
Select the item you want, and click “Save” button

4. If you want to delete certain item on the list, select appropriate item on the list, click

“delete” to delete it

4.7.LAN Setup

It includes LAN IP address, DHCP Server and DHCP Client Info. You can change the default
IP address of LAN port by using this item, after changing IP address of LAN port, the router
will restarted automatically. You can also choose enable or disable of the DHCP server, set the

range of DHCP address pools

4.7.1. LAN IP address

[ LANIP Address | DHCP Server | DHCP Client Info )

System IP Setup
IP Address 192.162.1.1
Subnet Mask 255,255.255.0

Figure 4-34
The IP address of LAN port is used for access router itself by computers that connect to the
router directly; here you can set IP address you need. The IP address format is like
Fokk gokek dkk xxkand  default IP address is 192.168.1.1, the default subnet mask is

255.255.255.0.
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4.7.2. DHCP Server

[ LANIP Address | DHCP Server [ DHCP Client Info )

DHCP Server Setup
DHCP Server Status ' (&) Enable ) Disable

IP Address Pool 1192,168.1.2 -[192.168.1.63
Lease Time(S) 2864000

DHCP IP address Reserving

] Auto Setup
Phiysical Address

IP Address
Iterns showy in every single page 3 m & F & b 0 % | TotaloPages
1D IP Address Physical Address Dl
Figure 4-35

DHCP Server Status: Keep the default setting “Enable”, so router is able to use DHCP
function. If a DHCP server has already existed in the network, please select “Disable”.

IP Address Pool: The IP Address pool is used for allocate IP address by DHCP server; The
IP Address pool range is also changeable

DHCP IP Address Reserving: reserve IP address for designed physical address host. If
you want to configure a fixed IP address for some host, please input physical address and

IP address, then click add

4.7.3. DHCP Client Info

[ LANIP Address | DHCP Server | DHCP Client Info |

DHCP Client Info

Iterms show i every single page 3 m & F & b 1 ¥ | TotallPages
10 IP Address MAC Address Status
1 192.168.1.2 00:23:ae:96: 11 1c Cwrarnic
Figure 4-36

Display the state of assigned IP by DHCP Server
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4.8.Applications & Game

This item provides configuration items and related templates about optimize games and

applications, including “Virtual service”, “DMZ setting”, “UPNP” and “Port Trigger”.

4.8.1. Virtual Service

r Virtual Serivce '( DMZ Setting Y UPnP Y Port Trigger W

FTP Private Port

Status O Enable & Disable

Part Murnber

Yirtual Setting

Description =

Internal Host IP Address
Protocol @ | ALL

External Port

Internal Port =

Itemns show in every single page3 m 0 7 0L 0|0 ¥ TotalOPages
ID  Description Internal Host IP Address Protocal External Part Internal Port Del
Figure 4-37

Some games, servers, and applications (such as BT, QQ video, Edunkey, Web server) are no

longer effect when behind the NAT router, so this item provides function of port mapping from

LAN to WAN.

»  Description: Describe current virtual server item

» Internal Host IP Address: The “Internal Host IP Address” indicates IP address of the
internal host using virtual server

» Protocol: The protocol item supplies several protocols. For example, if you have web
server within LAN, you can select the HTTP template then the router will input port
number 80 automatically

» External Port: Input an extranet port number (the users in Internet can see these ports)

» Internal Port: Input an intranet port number
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4.8.2. DMZ setting

r Viirtual Serivce Y DMZ Setting r UPnP Y Port Trigger '|

DMZ Setup
DMZ Status: (O Enable & Disable

DMZ Host IP Address

Figure 4-38
DMZ opens all the ports of one computer, exposing the computer to the Internet. So it should
only be used for some special-purpose, especial for Internet online games. Using this function
you can select ’DMZ” item and input IP address of DMZ host, then click “Save”. For the

purpose of security, we suggested that using “Virtual service” instead of “DMZ setting”

4.8.3. UPNP

f Virtual Serivce Y DMZ Setting Y UPnP '( Port Trigger L

PnP
UPHP Status O Enable & Disable

Figure 4-39
The UPnP function supports load Application’s port forward record automatically. Select

“Enable” to enable this function

4.8.4. PortTrigger

( wirtual Serivce | DMZ Setting | UPnP_ | Port Trigger

Port Trigger Setup
Fredefined Trigger Rules | Select one of the predefined rules »

Rule Mame

Trigger Protocal | TCP »
Trigger Port

Forvward Protocal | TCP (»

Forward Port

Iterns shiow i every single page 3 m & F L |0 ¥ | TatalOPages
] Rule Marme Trigger Condition Farveard Condition Dl
Figure 4-40

Port trigger module dynamically registers virtual server rules when any IP host generates the
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packet from the specified trigger protocol and port. Port trigger module use forward protocol
type and port number and use the IP address of host that generates the trigger packet when it
registers a rule.

» Predefined Trigger Rules: select one of the Predefined Rules

Rule Name: describe one Predefined Trigger that you will configure

Trigger Protocol: you can select TCP/UDP

Trigger Port: you can select a part of ports

Forward Protocol: you can select TCP/UDP

vV V V V V

Forward Port: you can select a part of ports

4.9.Application gateway

VPN is commonly used for encapsulate and encrypt data across the public network. For VPN

tunnel, the router supports IPSEC pass-through, PPTP pass-through and L2TP pass-through

r VPN Pass-through |

VPN Pass-through
PPTP Pass-through & () Enable ¥ Disable
L2TP Pass-thraugh O Enahle * Disable
IPSEC Pass-through = ) Enable & Disable

Figure 4-41

» PPTP Pass-through: PPTP means the “Point to Point Tunneling Protocol”, you can select
“enable” to allow PPTP pass-through the router

» L2TP Pass-through: L2TP means the “Layer 2 Tunneling Protocol”, you can select
“enable” to allow L2TP pass-through the router

» IPSEC Pass-through: IPSEC (Internet Protocol Security) is a suite of protocols used to

implement secure exchange; you can select “enable” to allow IPSEC pass-through the

router

4.10. DDNS

The DDNS feature allows you using domain name (not IP address) to access Internet. Before
you can use this feature, you need to register an account for DDNS service at DDNS service
providers, such as “roay.cn”, "TZ0O.com”, "DynDNS”. For more information, you can visit

http://www.oray.net/Help
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[ DDNS )

DDNS Setup

COMS Status = (O Enable (*) Disable
DOMS Server Provider @ | DynDMES | % | wewsw,oyndns, org

Llzername :
Pazzwiord :
Dwnarnic Dormain Mame =

Statis @

Refresh

Figure 4-42
» DDNS Status: Current status of DDNS server
» DDNS Server Provider: For example, if you want to use service of “roay.cn”, you have to
first register and accounts for it. Other DDNS service providers as the same
» Username, Password, Dynamic Domain Name: After register an DDNS account from
DDNS service providers, you will get “User Name”, “Password”, ”"Dynamic Domain

Name”, Input information in appropriate field

4.11. Routing

Most of broadband router and wireless router are using NAT mode, so this feature is designed
for most common network environment

e,
Routing |

Routing Table Configuration
Type |[MET w
Destination Metwork or IP address
Subnet Mask :
Mext-Hop IP address

Iterns show in every single page 3 m & & 4 2 0w TotaloPages
jin] Type Dt IP address Mask MNext-hop address Del

Figure 4-43
» Destination Network or IP Address: Specify a certain destination Network or IP address
which static route forward to
»  Subnet Mask: Subnet mask is used for distinguish Network portion and Host portion for an
IP address
» Next-hop IP Address: This is an IP address of the next-hop device (and also is the gateway

address for local host) that allows forwarding data between router and remote network or
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host
» Routing Table: You can check out all current route items, click “delete” button to delete an

route item existed in routing table

4.12. System management

System management includes password setup, web Setup, upgrade, reboot, restore, WOL and

System time

4.12.1. Password setup

fPasswurd Setup '(Weh Setup YUpgrade YRehunt YResture | WOL | System Time |

User name is:guest
Mew Password : ('Password' only include letter and number)

Confirmn Password &

Figure 4-44
The default username/password is guest/guest. To ensure the Router’s security, it is suggested
that you change the default password to one of your choice, here enter a new password and then

Re-enter it again to confirm your new password. Click “Save” button to save settings

4.12.2. Web Setup

Password Setup YWEh Setup fUpgrade YRehuut YResture TWDL Tﬁystem Time \|_

YWEB Management
WEB Management statue ) Enable & Disable

Management Port

Figure 4-45
WEB Management Status: the default is disable. Router can be accessed on the remote site
using “Web setup”. Check the “Management Port” and enter the port number and then press

“save” button to enable web management
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4.12.3. Upgrade

(Password Setup | web Setup | Upgrade | Reboot | Restore | WOL | System Time

Upgrade File Pl

Figure 4-46
Click "Browse..."button and select a File to upgrade, after you have selected the appropriate file,
click "Upgrade™ button to execute upgrade procedure. Do not cut off the power supply during

the process of upgrading

4.12.4. Reboot

f Password Setup Yweh Setup YUpgrade TRehuut TResture ‘TWDL TS',rstem Time "|_

Restart

Figure 4-47

Click “Restart” button to restart the router

4.12.5. Restore

Password Setup YWeh Setup YUpgrade YRehuut TResture YWDL YEystem Time ‘1

Restore

Figure 4-48
Click "Restore™ button, the Router will erase all of your settings and replace them with the

factory defaults, make sure you have backup current settings before click this button

4.12.6. WOL

Password Setup Y Web Setup Y Upgrade YRehuut Y Restore Y wWoL YSvstem Time ‘]

wWoL
Host MAC Address 00:00:00:00:00:00

Figure 4-49
Input host MAC address, and then click button of "Wake up" to wake up the target host which
in the LAN
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4.12.7. System time

Password Setup TWeh Setup TUpgrade TRehuut TResture TWEIL T System Time ]

Sys Time
Current Time 11/06/2009 12:05:03
GMT | (GEMT+02:007 Beijing, Hongkong, Singapore, Taipei A

Figure 4-50

You can choose the time server and the time zone for the system time
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5. FAQ

1. I cannot access the Web-based Configuration Utility from the Ethernet computer used

to configure the router.

>

Check that the LAN LED is on. If the LED is not on, verify that the cable for the LAN
connection is firmly connected.

Check whether the computer resides on the same subnet with the router’s LAN IP address.
If the computer acts as a DHCP client, check whether the computer has been assigned an
IP address from the DHCP server. If not, you will need to renew the IP address.

Use the ping command to ping the router’s LAN IP address to verify the connection.
Make sure your browser is not configured to use a proxy server.

Check that the IP address you entered is correct. If the router’s LAN IP address has been

changed, you should enter the reassigned IP address instead.

2. | forget Password (Reset the Router without Login)

>

Use a pencil to press the button with a pencil when it is working, then leave your hands, it

will restore settings to the factory configuration. The default password is guest.

3. I have some problems related to Connection with Cable Modem

Please follow the following steps to check the problems:

>

>

Check whether the DSL modem works well or the signal is stable. Normally there will be
some indicator lights on the modem, users can check whether the signal is ok or the
modem works well from those lights. If not, please contact the ISP.

Check the front panel of the Router, there are also some indicator lights there. When the
physical connection is correct, the Power light and the CPU light should be solid; the
WAN light should be blinking. If you use your computer, the corresponding LAN port
light should be blinking too. If not, please check whether the cables work or not.

Repeat the steps in WAN Setup Connect with Internet through DSL Modem.

4. | can browse the router’s Web-based Configuration Utility but cannot access the

Internet.

>

Check if the WAN LED is ON. If not, verify that the physical connection between the
router and the DSL/Cable modem is firmly connected. Also ensure the DSL/Cable modem
is working properly.

If WAN LED is ON, open the System Overview page of the Web configuration utility and

check the status group to see if the router’ s WAN port has successfully obtained an IP
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address.

Make sure you are using the correction method (Dynamic IP Address, PPPoE, or Static IP)
as required by the ISP. Also ensure you have entered the correct settings provided by the
ISP.

For cable users, if your ISP requires a registered Ethernet card MAC address, make sure
you have cloned the network adapter’ s MAC address to the WAN port of the router. (See
the MAC Address field in WAN Setup.)

5. My wireless client cannot communicate with another Ethernet computer.

>

Ensure the wireless adapter functions properly. You may open the Device Manager in
Windows to see if the adapter is properly installed.

Make sure the wireless client uses the same SSID and security settings (if enabled) as the
Wireless 802.11b/g/n 150Mbps Broadband Router.

Ensure that the wireless adapter’s TCP/IP settings are correct as required by your network
administrator.

If you are using a 802.11b wireless adapter, and check that the 802.11G Mode item in
Wireless Basic Setting page, is not configured to use 802.11G Performance.

Use the ping command to verify that the wireless client is able to communicate with the
router’s LAN port and with the remote computer. If the wireless client can successfully
ping the router’ s LAN port but fails to ping the remote computer, then verify the TCP/IP

settings of the remote computer.
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